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Introduction

Political pressures, especially following the shooting of
Michael Brown in 2014 in Ferguson, Missouri, served as a
national catalyst for police Body-Worn Camera (BWC)
implementation.” Police officers in Ferguson started
wearing BWCs within 23 days after the event and other
local police departments began to adopt its usage in the
subsequent weeks.’ Starting in October 2016, Austin
Police Department also began to equip their officers with
BWC while other local police agencies in Baltimore,
Atlanta, Chicago, Minneapolis, New York City, and
Seattle were running pilot programs.* As the usage of
BWC is on the rise, there is also an increasing need for
policies that regulate the use of BWC and that manage its
recordings in a manner that ensures the protection of
privacy rights of the individual citizens.

According to the Bureau of Justice Assistance in the U.S
Department of Justice, BWCs are defined as “relatively
small devices that record interactions between community
members (e.g., the public, suspects, and victims) and law
enforcement officers.” * Over the past decade, utilizing
technology in policing and other sectors of the justice

system has been drawing much public attention. These
technologies include TASER electronic control devices,
CCTYV surveillance cameras, and in-car cameras but the
level of interest and implementation of BWCs is of more
recent origin.'® Overall, the implementation of BWCs is
seen to have several potential benefits: capturing
recordings of critical incidents with the public,
strengthening police accountability by holding them
responsible for carrying out their service while treating
individuals fairly within the bounds of law, and providing
valuable evidence for criminal cases. These potential
benefits, when BWC program is effectively implemented,
can largely outweigh the potential drawbacks,"” such as
cost of implementation, complexities involved in data
collection/storage/sharing/disposal, and privacy concerns.’

Moreover, as police agencies across the nation have come
to realize, the introduction of BWCs in their organizations
presents a number of additional challenges and issues that
go beyond the purchasing of BWCs and equipping of their
officers.'” Some of these challenges include infrastructure
costs for docking stations to upload the recordings, costs
of video storage, accessibility of the recordings, and
proper training protocols for officers who use BWCs on



duty.'® As police agencies develop BWC programs, it is
crucial that they thoughtfully examine all these issues.
This article will examine what is perhaps the most
pressing issue in the adoption and use of police BWC -
privacy."

Privacy Concerns in BWC Programs

One of the main areas of concern when implementing
BWC programs is how to ensure the privacy of the
individuals recorded. Privacy can be thought of as “the
right to define for oneself when, how and to what extent
information is released” '® which provides a proper context
to think about privacy concerns regarding BWC programs.
When considering when the BWC videos are recorded,
how these recordings are used, who gets to access these
recordings, and how certain contents are redacted from the
recordings, these questions bring up privacy concerns
around the use of the BWCs and their recordings.

Unlike traditional surveillance cameras, BWCs can
simultaneously record both audio and video capturing
close-up images that allow for facial recognition
technology to be applied to the captured video. In contrast
to stationary surveillance cameras that generally only
record in public areas, BWCs give officers the ability to
record inside private properties such as homes, to record
sensitive situations such as encounters with crime victims
involving rape, abuse, or other matters or with witnesses
who are concerned about retaliation if they are seen as
cooperating with the police, and to record those who are
not directly involved in the police activity but happen to
be at the crime scene, all these can happen during police
operations."” Although BWCs provide benefits of police
accountability, documentation of critical incidents with
the public, and evidence collection through their
recordings, law enforcement agencies are faced with the
challenge of ensuring privacy of individuals who are
captured in these videos with questions presented earlier
in this article; what is recorded, who gets access to the
recordings, where are the recordings stored, when and
how are the recordings disposed. To appropriately address
these potential threats to privacy, clearly defined policies
and guidelines around what is recorded, who gains access
to the recordings, where, when and how are the recording
stored and disposed, should be promulgated by those in
the records and information management field.

As mentioned, privacy concerns around BWCs stem from
a concern about how the BWC data will subsequently be
used. The biometric software capabilities of BWCs, such
as iris scanning or facial recognition technology that scan
the features of an individual to register him or her in a
database, go well beyond the intended and practical use of
BWC’s stated purpose as devices to monitor police
operations and evidence collection.” Perhaps one of the

most troubling risks to privacy is that some recordings
will be made inside people's homes including in cases
where officers are responding to a burglary or a domestic
violence call, and where the general public is voluntarily
participating in an investigation.’ Therefore it is critical
that implementation of BWC programs and management
of the records produced from these cameras be
accompanied by a comprehensive, robust, and effective
policy framework so that the benefits of the technology
are not outweighed by potential invasions of privacy.''

Thus, privacy concerns should be taken into consideration
when developing policies and regulations around how and
when BWC are to be used, and how these records are
stored, shared, and disposed. Help is at hand however, as
legislature at the local and state level are engaged in the
work of developing more robust policy frameworks to
help address such issues. To see what work is currently
being done at the local level, the Austin Police
Department (APD) will be used as an example of how the
privacy concerns raised by the use of BWCs are being
addressed within the state of Texas. /mage I highlights
how Texas is one of the several states in the nation that
restricts recordings in situations where privacy is
expected, that dictates where and when camera can/should
be used, that restricts public access to the recordings, and
that specifies set video storage periods.

BWC Program Policy Framework in the
City of Austin

Policies around BWCs can vary at the local, state, and
federal level. Austin Police Department (APD) issued its
Policy 303 as part of their policy manual on September
2017 to address the use of BWCs by the employees and
the management of BWC recordings. The policy is
organized into six main sections (refer to /mage 3) that
provides a framework for how to properly use the device
and responsibly handle the recordings produced. As a
local government agency, APD adheres to the records
management policies at both the local and state level
incorporating policy framework from the City of Austin
Records Management Ordinance Chapter 2-11, Texas
State Library and Archives Commission (TSLAC) local
government retention schedules, Criminal Justice
Information Services (CJIS) Security Policy, Texas
Occupations Code Chapter 1701.655, Texas Commission
on Law Enforcement, and the Texas State Senate Bill 158
Subchapter N (refer to Image 2 to view these agencies and
their policy framework more in detail).

APD policies comply to the minimum requirements
proposed from the state and federal level, as well as
creating requirements at the local level. /mage 3 provides
a brief policy-at-a-glance that APD has in place for using



BWCs and managing the records produced, policies which
are continually being updated and developed over time.
The aim is to ensure that BWCs are used appropriately
and that the records produced are properly maintained,
used, preserved, and disposed to maximize potential
benefits while protecting the privacy rights of the
individuals who are captured in the recordings. These
policies help avoid situations that can compromise the
privacy rights of individual citizens by outlining and
documenting the major roles and responsibilities of those
involved in the implementation of the BWC program,
monitoring and assessing that the implementation process
is going well, and providing clear guidelines to make sure
that the recordings are properly managed.

Considerations when Developing a Policy
Framework for BWC Programs

As APD and other local police departments continue to
develop and improve policies that define the major roles
and responsibilities of those involved in using BWCs and
the requirements for managing these records, these
policies will play a vital role in protecting the privacy
rights of individual citizens who are subject to the use of
BWCs. There are currently existing resources that can lay
out core principles to include when designing and
implementing an effective policy framework to effectively
address privacy issues involved in the BWC program.
Image 4 outlines some key elements to consider for an

effective policy framework to ensure minimum privacy
risk or loss when implementing BWC program in four
policy areas. These elements combine the knowledge of
the Police Executive Research Forum staff members,
police executives, and other experts in the U.S Department
of Justice revealing a number of lessons that they have
learned regarding body-worn cameras and privacy rights '
as well as Jay Stanley who is a senior policy analyst for
the American Civil Liberties Union (ACLU) "', and
myself.
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Conclusion

With their potential benefits, BWCs have significant
implications for the public’s privacy rights, particularly
with its advanced technologies such as biometric software
capabilities, flexible video and audio recording of victims
in sensitive situations that can occur during a police
officer’s duty including people’s private homes. Agencies
must factor in these privacy considerations when making
decisions about officer roles and responsibilities in using
the camera, how the records are going to be stored,
retained, and disposed, and securely making the records
accessible for properly authorized personnel.
Policymakers and the records management professionals
who are directly involved in the BWC program need to
take these issues into consideration to responsibly
implement the BWC programs.

Image 1: Texas is doing its work through its state legislature to protect the privacy rights of individual citizens

through their policy framework
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Image 2: Agencies and their Policy Framework for Body Worn Cameras

Records Management Ordinance
Chapter 2-11

« Provide policy framework around
roles and responsibilities of those
involved in records management

work in the city of Austin

Policy Framework
for Body Worn
Cameras

Session 84 - Senate Bill 158 -
Subchapter N

«  Governs various facets of
police officer-worn cameras

«  The bill did not provide a
specific retention schedule for
the video footage captured on

these cameras

Provides sample policy framework
that can be amended to fit a
specific agency's requirements

Image 3: Austin Police Department’s Policy 303 - Body Worn Digital Recording Systems

Texas State Library and
Archives Commission

« Provide minimum records

retention periods for public
safety agencies in Texas

Criminal Justice Information Services

Security policy:

« Provides a secure framework of laws,
standards, and elements of published
and vetted policies for accomplishing

the mission across the broad spectrum
of the criminal justice and noncriminal

justice communities.

Chapter 1701.655

« Establishes requirements for body
worn camera policies for law
enforcement agencies implementing
a body worn camera program
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What is a BWC?
When is the camera used?
Who records using the
camera?

303.2.1
When department issued
BWC system use is required

303.3.1
Supervisor Inspection

Policies regarding
personally owned BWC

Policies regarding
authorized personnel who
can review the recordings

Regular policy review for
continuous effectiveness
and adherence to local,
state, and federal laws

. J \\ J
'a N 7 N
303.3.2
303.2.2
Advisement and Consent Documentinugsgwc System
<\ J
( 303.2.3 1 ( 303.3.3
When department issued . Sare
BWC system deactivation is Cople;:‘f:‘::vig Ssystem
authorized 9
. J U
N 7 N
303.2.4 303.3.4
Victim and Witness BWC Recording Retention
Statements Schedule
. J /
( 303.2.5 A )
-y 303.3.5

When department issued 2
BWC system use is NOT [Storage and Security of BWC

required System Recordings
\ ) )

N
303.3.6
Requests for BWC
Recordings

J

Austin Police Department. (2017, September 28). Austin Police Department Policy Manual: Policy 303.
Retrieved from http://www.austintexas.gov/sites/default/files/files/Police/policy 9-28-17.pdf




Image 4: Key elements to consider when developing a policy framework for BWC program

Policy Area 1
Officer Roles & Responsibilities

Ofticers should be required, wherever practicable, to notify pecple that they are being recorded:

o officers 1o wear an easily visibie pin or sticker saying "camera In operation" or words to that
effect

o officers 1o wear the camera where It can be easily spotted

o officers 1o wear cameras with biinking red lights when they record, which Is usually a standarg
feature on cameras

Mest common and clearest approach to determine when and what 1o record Is requiring the officers to
record all calls for service and law enforcement-related encounters and activities and to deactivate the
camera only at the conclusion of the event or with supervisor approval.

The policy framework should clearly define what constitutes a law enforcement-related encounter or
activity such as providing a list of specific activities noting that the list is not all inclusive.

Significant privacy concerns can arise when interviewing crime victims, particularty in situations
Involving rape, abuse, or other sensitive matters.

o Some agencies prefer to give officers discretion regarding whether 1o record In these
clrcumstances. In such cases, officers should take into account the evidentiary value of
recording and the willingness of the victim to speak on camera.

o Some agencies g a step further and require officers 10 obtain the victim's consent prior to
recording the interview. If an officer decides to not record an encounter, a decumentation of
the reason why he/she made such a decision should be required.

Policy Area 3
Records Storage, Retention & Disposal

If any useful evidence Is obtained during an authorized use of a recording, the recording would then be
retained In the same manner as any other evidence gathered during an investigation.

Back-end systems to manage video data must be configured to retain the data, delete it after the retention
period expires, prevent deletion by individual officers, and provide an unimpeachable audit trall 1o protect
chain of custedy Just as with any evidence.

Regardiess of the chosen method for storing recorded data, agencles should take all possible steps to
protect the Integrity and security of the data . This includes:

o explicitly stating who has access 10 the data and under what circumstances
o creating an audit system for monitoring access
o ensuring there Is a reliable backup system in place

o specifying how data will be downioaded from the camera, including protections against data
tampering prior to downioading

It is important that videos be property categorized according to the type of event contained in the feotage.
How the videos are categorized will determine how long they are retained, who has access, and whether
tney can be disclosed 10 the public.

It is generally preferable to set shorter retention times for non-evidentiary data. The most common
retention time for this video Is between 60 and S0 days.

When setting retention times, agencies should consider privacy concerns, the scope of the state's public
disclosure laws, the amount of time the public needs to file complaints, and data storage capacity and
costs.

Policy Area 2
Records Accessibility & Availability

Pecple recorded should have access to, and the right to make coples of those recordings, for
however long the police department maintains coples of them. That should alsc apply to
disciosure to a third party If the subject consents, or to criminal defense lawyers seeking relevant
evidence.

Policies should be made availabie online on the police department's website, so that pecple who
have encounters with the police know how long they have 1o file a complaint or request access to
a recording.

Evidentiary footage s generally exempt from public disclosure while It is part of an ongoing
Investigation or court proceeding. Deleting this videc after it serves Its evidentiary purpose can
reduce the quantity of video stored and protect It from unauthorized access or release. However,
it is Important to always check whetner deletion is in compliance with laws governing the records
retention policy.

It is important for the agency to communicate ts public disclosure policy to the community when
the BWC program s deployed to p public ur 1g of the technology and the reasons
for adopting It.

The use of recordings should be allowed only In Internal and external Investigations of misconduct
and where the police have reasonable suspicion that a recording contains evidence of a crime.
Otherwise, there Is no reason that stored footage should be reviewed by anyone before its
retention pericd ends and It is permanently deleted. Nor should such footage be subject to face
recognition searches or other analytics.

Policy Area 4
Redaction Process

Public disclosure of government Q [V 1 of what can be two competing
priorities: the need for government oversight and privacy. Those values must be carefully
balanced by policymakers. One way to do that Is to pt to minimize when
possible:

o Redaction of video records should be used when feasible — blurring or blacking out
portions of video and/or distortion of audio to cbscure the identity of subjects. If
recordings are redacted, they should be disciosable.

o Un-redacted, un-fiagged recordings should not be publicly disciosed without consent of
the subject. These are recordings where there is nc indication of police misconduct or
evidence of a crime so the public oversignt value Is low.

(States may need to examine how such a policy Interacts with their state open records laws.)

Flagged recordings are those for which there s the highest likelihood of misconduct, and thus
tne ones where public oversight is most needed. Redaction of disclosed recordings Is preferred,
but when that is not feasible, un-redacted flagged recordings should be publicly disclosable for
cases when the need for oversight outweighs the privacy Interests at stake.
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